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Tips for securing 
your computer for 
telehealth services

The Health Insurance Portability 
and Accountability Act (HIPAA) 
requires that providers protect 
your information and not share 
it without your permission. 
Telehealth providers are required 
by law to secure medical 
information that can be shared 
electronically by encrypting 
messages and adding other 
safeguards into the software they 
use. 

However, patients’ devices on the 
receiving end of care often do 
not always have these safeguards 
while some medical devices have 
been shown to be vulnerable 
to hackers. It is therefore the 
responsibility of the patient to 
secure personal devices.
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The first step in ensuring that your device is secure is by adding password 
protection. While it is easier for most people to use a short, easy-to-remember 
password, this can also pose serious risks to your online security. To protect yourself 
and your information, you will want to use passwords that are long, strong, and 
difficult for someone else to guess while still keeping them relatively easy for you to 
remember. This ensures that no one can access the device without your permission. 
There are a few tips for creating strong passwords:
• Do not use passwords that are based on personal information that can be 

easily accessed or guessed such as your name, birthday, username, or email 
address.

• Develop a mnemonic for remembering complex passwords. For example, make 
a password from a phase by using the first letter of each word

• Use both lowercase and capital letters and a combination of letters, numbers, 
and special characters. 

• Use different passwords on different accounts. 
• Use a longer password. Your password should be at least six characters long, 

although for extra security it should be even longer.

A good rule of thumb for creating a password is making sure it is a strong password 
entails making sure it is memorable to you but nearly impossible for someone else 
to guess. Make sure your device is password protected and locked when you are 
not using it.
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Anti-virus software can identify and block many viruses before they can infect your 
computer. Once you install anti-virus software, it is important to keep it up to date. 
While antivirus software, regardless of which package you choose, increases your 
level of protection, nothing can guarantee the security of your computer.  Antivirus 
Software is limited in its ability to protect your computer because it can only detect 
viruses that have signatures installed on your computer. 

Antivirus software are available for free or a cost ranging from about $50 to $1,000 
depending on level of security that is warranted. Also, some Internet Service Providers 
provide antivirus software for no charge. Make sure you check with your service 
provider. To find free software go to https://www.antivirussoftwareguide.com/free-
windows-antivirus
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Firewalls provide protection against outside attackers by shielding your computer or 
network from malicious or unnecessary Internet traffic. A firewall is a piece of software 
or hardware that helps screen out hackers, viruses, and worms that try to reach your 
computer over the Internet. If you are a home user or small-business user, using a 
firewall is the most effective and important first step you can take to help protect your 
computer. Examples of firewalls include the Windows Defender Firewall, Zone Alarm, 
Norton Firewall etc.

To turn Microsoft Defender Firewall on:
• Select the Start button > Settings > Update & Security > Windows Security and 

then Firewall & network protection. 
• Under Microsoft Defender Firewall, switch the setting to On. 
• To turn it off, switch the setting to Off. Turning off Windows Defender Firewall could 

make your device (and network, if you have one) more vulnerable to unauthorized 
access. If there’s an app you need to use that’s being blocked, you can allow it 
through the firewall, instead of turning the firewall off.

Source: Microsoft Support

To turn Firewall on a Mac:
• On your Mac, choose Apple menu > System Preferences 
• Click Security & Privacy, then click Firewall. 
• Click on lock icon to unlock it. Add you name and password
• Click Turn On Firewall to turn on the firewall for your Mac. 
• Click the Add button under the list of services to add additional security services.

Go to Apple support to learn more about additional services
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If you fail to secure your wireless network, anyone with a wireless-enabled computer 
in range of your modem can use your connection. The typical indoor broadcast 
range of an access point is 150–300 feet. Outdoors, this range may extend as far as 
1,000 feet. So, if your neighborhood is closely settled, or if you live in an apartment 
or condominium, failure to secure your wireless network could open your internet 
connection to many unintended users. These users may be able to conduct illegal 
activity, monitor and capture your web traffic, or steal personal files. Consult with 
you Internet service provider on how to secure your network.
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Phishing is the act of sending an e-mail to a user falsely claiming to be an established 
legitimate enterprise in an attempt to scam the user into surrendering private 
information that will be used for identity theft. The e-mail directs the user to visit a Web 
site where they are asked to update personal information, such as passwords and credit 
card, social security, and bank account numbers, that the legitimate organization 
already has. The website would, however, be bogus and set up only to steal the user’s 
information. Every year people lose millions of dollars to these scams

Below are some tips that can help you avoid spam scams:
• If it sounds too good to be true, it probably is. Do not respond to unsolicited offers 

that come from organizations you don’t know
• Be suspicious of unsolicited email messages. If an unknown individual claims to 

be from a legitimate organization, try to verify his or her identity directly with the 
company by making a call using a number that you searched (not the one provided 
in the e-mail).  

• Treat email attachments with caution. Do not click links in email messages from an 
unknown sender. 

• Do not send sensitive information over the Internet before checking a website’s 
security. Credible organizations will never ask you to send sensitive information via 
email. For example, the IRS will never request you details via email 

• Take advantage of any anti-phishing features offered by your email client and web 
browser

• Protect your personal information. Share credit card or other personal information 
only when you are buying from a company you know and trust.

• Know who you are dealing with. Do not do business with any company that will not 
provide its name, street address, and telephone number.

• Take your time. Resist any urge to “act now” despite the offer and the terms. Once 
you turn over your money, you may never get it back. Remember if the offer is too 
good to be true, it may be a scam.

• Read the small print. Get all promises in writing and review them carefully before you 
make a payment or sign a contract.

• Never pay for a “free” gift. Disregard any offer that asks you to pay for a gift or prize. 
If it is free or a gift, you should not have to pay for it. Free means free.
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